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ABSTRACT

1

People use digital records (e.g., photos and videos) to augment their
memory and support reminiscence of positive events. Since Extended Reality (XR) technology can fully immerse a user inside a
virtual environment (which could be the reconstruction of a past
event), this technology might become a frequently used medium for
reminiscing. However, inaccurate XR reconstructions could be confused with the memory of the original event, ending up with false
memories which could impact users’ future choices and behaviors.
We aim to explore the potential impacts of XR technologies on users’
memories and propose solutions. In this workshop submission, we
focus on one type of memory flaw that results in false memories
- source confusion. Using scenario construction, we demonstrate
a situation in which false memories could be induced through an
XR reminiscing experience. This scenario revolves around abusive
advertising, where malicious actors alter virtual parts of a reconstructed memory to make users associate a positive experience with
a brand that was not present in the original event. Through this
scenario, we approach our research questions about how to address
and mitigate risks of XR memory manipulations.

Humans have always tried to preserve their memories through different means like painting or writing. Nowadays, with the ubiquity
of smartphones and data storage becoming cheaper, people can
record anything at any time, a practice called lifelogging [17]. The
rich contextual information of images augment the user’s memory
[7, 17, 35], supporting reminiscing and reflection [10], which boosts
happiness and leads to a better ability to enjoy life [9].
Virtual Reality (VR) Head-Mounted Displays (HMDs) are becoming more and more accessible to a large public. It is reasonable to
think that in the future, people would want to revisit their memories with more immersive media like Extended Reality (XR), as it
offers a more attractive experience to reminisce [41] and enhances
episodic memory performance [37]. Unlike current digital records,
XR allows users to actively navigate in the scene and could provide
tactile and olfactory feed backs, which improves recall [11, 14].
Instead of viewing recordings on a flat screen, those could be
stored as 3D scenes that one could revisit with a VR HMD. Several
companies have already presented this idea of reliving memories in
VR. At the F8 conference in 2018, Facebook’s head of social Rachel
Franklin presented a project aimed at reconstructing 3D places
from 2D photos and videos, to reactivate memories linked to these
places [3]. This idea is also proposed by Memento VR, a project
that offers to reconstruct memories in VR by collecting photos
and videos and turning them into a 3D scene [1]. This shows that
the reconstruction of places and events in 3D is realistic, and that
current techniques would allow it.
However, human memory is fallible and digital records can be
easily manipulated. Anybody can now remove clouds in the sky,
remove unwanted objects or people from pictures only with a few
touches on their smartphones. Similarly, XR memory reconstructions could be inaccurate (intentionally or not, for example if some
spatial information is missing for the 3D reconstruction). Cognitive psychology research has shown that exposure to manipulated
images can distort beliefs and lead to the creation of false memories (i.e., a strong confidence in the memory of an event that did
not actually occur) [29, 38]. If false memories have traditionally
been studied using narratives and manipulated pictures, they can
also be implanted using XR [34]. Indeed, XR offers greater media
richness (i.e., capacity for immediate feedback, language variety,
transmitting multiple cues and capacity of the medium to have
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personal focus) [34], which can lead to difficulties remembering the
source of stored information (effect called source confusion) [36]
and favor the creation of false memories [33]. Previous works questioned how 2D digital records could alter unmediated memories,
affect psychological well-being [13, 23] and how fake records could
distort beliefs [24], but there is currently no clear understanding of
the impacts of memory reconstructions in XR.
In this workshop paper, we introduce a research plan that aims
to structurally explore how XR could cause safety and security
issues for users regarding memory flaws. We first introduce source
confusion, one of memory flaw, and the directive memory function
that guides people’s choices and behaviors. Next, we construct a
scenario to explore how XR technology could leverage source confusion to manipulate user memory and behaviors. We use scenario
construction as a tool to explore the potential future of technologies
and their ethical impacts and harms [12, 28, 39]. The scenario results
in a situation of abusive XR advertising where malicious actors alter
parts of a reconstructed memory to make users associate a positive
experience with a brand that was not present in the original event.
From this scenario, we suggest one protection mechanism (e.g.,
unrealistic rendering to avoid source confusion between real and
virtual memories) and raise research questions around: What types
of memory manipulations are possible with XR and how can we
design mechanisms to prevent these manipulations.

2

BACKGROUND

In this paper, we focus on the impact of XR reconstructions of past
personal events, which are part of the user’s Autobiographical Memory (AM). AM contains recollected memories of personal events
and experiences and general knowledge of the self [15]. It is the
memory system that one would use to write their autobiography.
Remembering events is a process made of three stages: encoding
(the initial perception and learning of information), storage (maintaining information over time), and retrieval (accessing information
when needed) [15]. However, many errors can occur at every stage,
making human memory fallible. Memory flaws can lead to a strong
confidence in the memory of an event that never occurred, what
we call false memories. In this section, we present one of human
memory flaws, the source confusion effect (when people confuse
the source of their memories). We explain why XR could facilitate
the creation of false memories and what impacts they could have.

2.1

Implanting False Memories

Several studies have demonstrated the possibility of intentionally
implanting false memories to participants. In the “Lost in the mall”
experiment, Loftus and Pickrell asked participants to recall events
supplied by a close relative [27]. One of these events was a false
one (i.e., that never occurred), about getting lost in a shopping mall.
Some participants falsely remembered what was suggested to them.
In 2002, Wade et al. created false childhood memories of flying in
a hot air balloon by showing participants manipulated pictures of
them as a child in a hot air balloon [38]. Segovia and colleagues
showed that preschool children remembered a false experience,
swimming in a virtual ocean with whales in VR, as a real memory
[34]. These works show that different means can be leveraged to
create new memories for events that never happened: narratives,

manipulated pictures and VR. In the following, we explain what
memory mechanisms are leveraged to create these false memories.

2.2

Memory flaws

To understand where false memories come from, we need to look at
memory flaws. Schacter classified them into seven basic “sins” [33].
The first three sins, leading to forgetting, are: transience (decreasing
accessibility of information over time), absent-mindedness (inattentive processing that contributes to weak memories) and blocking
(temporary inaccessibility of information stored in memory). The
next three sins, that lead to memory distortion are: misattribution (attributing a memory to the wrong source, also called source
confusion), suggestibility (distortion of memories caused by new
information added between encoding and retrieval), and bias (unconscious influence of current knowledge and beliefs). Finally, the
seventh sin, persistence, refers to the inability to forget some memories. All of these memory flaws contribute to forgetting, distorting
memories and creating new false memories. In this paper we focus only on the misattribution effect, that we refer to as source
confusion. This should only demonstrate a first step towards understanding memory manipulation in XR which we are currently
planing to explore in more depth in an ongoing research project.

2.3

Source Confusion: One Cause of False
Memories

One reason why false memory occurs is that humans sometimes
confuse the source of their memories (effect called source confusion). Indeed, a memory is not labeled with its source (where the
memory comes from, what or who is at the origin of the event).
Getting the source of memory is a decision process done during
retrieval. These sources can be external (e.g., heard or seen events),
or internal (e.g., thoughts, imagination or dreams). Confusing these
sources can lead to problematic situations. Here is an example of
source confusion in a daily situation: a person heard some news
in a conversation. Later, they confuse the source of their memory,
assuming they saw it in an official TV news show. The person then
falsely remember hearing the information from a reliable source,
and starts propagating potentially false news. Source confusion can
even lead to more serious cases like child abuse memories induced
during therapy, or cases of false witness testimonies [25, 26, 30].
In the Reality Monitoring framework, Johnson and Raye identify
the cues used at retrieval to differentiate between external and
internal events [21, 22]. Memories that have a lot of sensory characteristics (e.g., tactile, olfactory), semantic content (e.g., detailed
colors, shapes) and contextual information (e.g., spatial, temporal)
are more likely to be memories of external events. Memories of
internal events tend to contain more information about the cognitive process that was implied to create the event (the thinking or
imagining process). Prior knowledge can also help to decide if an
event was real or imagined. For example, if someone remembers
floating on a cloud, their knowledge of physics laws guide them to
think that this is not a memory of a real event. However, an internal
event that has a lot of characteristics corresponding to an external
event (e.g., rich in perceptual details) is likely to be confused with
an external event and result in a false memory.
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2.4

XR Could Amplify Source Confusion

The Reality Monitoring framework can be completed by separating
external events into real and virtual events (e.g., experienced with
VR) [16, 19, 20, 32]. The cues to know that the source of a memory
is a virtual event could be the limited quality of graphics (e.g., low
resolution, limited field of view) and the sensory and contextual
cues provided by the display (e.g., feeling the HMD weight).
However, the more XR technologies improve, the less there are
cues to distinguish real and virtual events. Indeed, we can suppose
that HMDs will tend to be lighter, that graphics will become more
realistic and that XR devices will provide more sensory characteristics (e.g., haptic and olfactory feedback). As these cues will
be reduced, confusions between real and virtual sources could become more frequent. Inducing false memories using immersive XR
technology becomes more and more plausible.

2.5

Impacts of False Memories on Behavior

To understand the impacts of false memories, we should look at
the role of autobiographical memory (AM). Bluck and Alea name
three functions of AM: the self, the social and the directive function [8]. The self function of AM is to keep self-coherence and
self-consistency over time. The social function is to develop and
maintain bonds with others, and facilitate social interactions. Finally, the directive function is to guide present and future thoughts
and behaviors, to solve problems and develop opinions. Modifying
the memory of a personal event or inducing a new false memory
could then have an impact on these three aspects.
Several papers demonstrated the effect of false memories regarding the directive function of AM: the creation of false memories
can influence future choices and behaviors. In 2008, Berkowitz et
al. suggested to participants that Pluto 1 had uncomfortably licked
their ear when they went to Disneyland [5]. For some participants,
this suggestion led to the creation of a false memory, and it had a
repercussion on their future choices: they were less willing to pay
for a Pluto souvenir than the others. False memories can also have
an impact on preferences. In 2009, Bernstein and Loftus conducted
an experiment where they induced false memories of getting sick after eating egg salad [6]. The consequence of this false memory was
a lowered self-report preference for egg salad. In 2011, Rajagopal
and Montgomery led participants to imagine themselves using a
product that they have never used before [31]. For some participants, this imagination process created the false memory that they
have already used this product, what is called the false experience
effect. As a consequence, these participants tend to evaluate the
product better than they did before the experiment.
As mentioned earlier, the source confusion between real and
virtual memories is likely to become more frequent as technology
evolves. If the simple fact of imagining using a product can create a
false experience and influence behaviors, we can expect this effect
to be even stronger with immersive media like XR.

3

SCENARIO

In this section, we present a scenario of how memories could be
altered through XR for manipulative advertising purposes. Scenario
1 Cartoon

character created by The Walt Disney Company, https://en.wikipedia.org/
wiki/Pluto_(Disney)

construction is a tool to explore the potential future of technologies and analyze their ethical impacts and potential harms. It is
a well-suited method to raise research questions that go beyond
simple predictions [12, 28, 39]. The scenario illustrates how source
confusion between reality and XR could be leveraged to provoke
false memory and influence users’ behavior. Other scenarios should
be constructed from the other memory flaws and impacts. In the
following we explain the construction process and the implications
of this scenario.

3.1

A scenario of XR advertising

Paul, like many of us, is a nostalgic person. His parents have taken
thousands of photos of him since he was born. They have entire
hard drives of videos: his football matches, his birthdays, his performances at school. Everything has been recorded, perhaps for
fear of forgetting all these precious moments. So, you can imagine
that during Paul’s wedding day, they photographed and filmed everything. They were not the only one, most of the guests had the
same reflex. After the wedding, Paul’s parents saved these images
on a hard drive. 20 years later, while tidying, Paul found this hard
drive in a box. Unfortunately, today, he no longer has anything
to view these images. New immersive technologies have become
ubiquitous and replaced all those objects that had what was then
called a “screen.” Fortunately, there are free services that offer to
convert old photos and videos into immersive content, to relive
these moments in VR. Paul decides to convert his wedding recordings to VR to surprise his wife, Lila. Paul is fully aware that the
business model of the reconstruction company revolves around
advertisements but is not too concerned about the impact (similar
to our current use of social media). The fact that this service is
free convinces him. In 10 minutes, an artificial intelligence reconstructed the event in 3D and uploaded it to his personal VR device.
The more videos provided, the more accurate the reconstruction.
Then, an artificial intelligence takes care of filling in the missing
points of view realistically. The next day, Paul and Lila can relive
their wedding together. It is a magical moment for them. 20 years
later, it is as if they were there again. Every detail is there: the dress
the bridesmaid wore, the decoration, the music. They are moved
to see it all again. Two weeks later, Paul and Lila are invited to a
friend’s party. “What could we bring for a drink? “ "What do you
think about Le Mimosa champagne? Remember, this is the one we
had at our wedding, all the guests were very happy with it.” "Yes, I
remember, we should buy some Le Mimosa champagne."
In reality, Paul and Lila did have champagne at their wedding, but
it was not the brand Le Mimosa. This brand was changed during the
reconstruction of the scene. The bridesmaid’s dress, decoration and
music were also modified. Now, Paul and Lila confuse the source of
their memories between the real wedding and the one they revisited
in VR. A false memory of having enjoyed Le Mimosa champagne
has been induced. This is the solution that the company found to
be able to offer a free service: retroactive placement advertising.

3.2

Scenario Construction Process

To construct this scenario, we started with the presumption that XR
technologies will become ubiquitous and widely used. We wanted it
to illustrate how source confusion could be leveraged using XR, and
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the impact it could have regarding the directive function of autobiographical memory. For this scenario to be as realistic as possible,
we based it on an already existing use of technologies (i.e., people
recording everything with their phones). The idea of reconstructing events in VR from 2D recordings is based on the Memento VR
company project and is something plausible from a technological
perspective [1]. Finally, the retroactive product placement advertising technique is inspired by Aza Raskin [2]. In 2010, the former
creative lead of Firefox predicted a new advertising method where
photos users upload on social media would be modified to include
brands on it, to create false memories of experiencing a product.
Previous work revealed a positive shift in attitude toward falsely
experienced brands after adding them on manipulated pictures [18].
Mirriad, a digital product placement technology, announced the
possibility to add targeted product placements in movies in postproduction, according to a viewer’s demographic and location [4].
Even though this technique has not been used with personal images
yet, it might appear in a near future. Indeed, since consumers are
becoming more resistant to traditional forms of advertising and
can easily skip or block add contents, marketers are searching for
more integrated advertising methods [40]. This technique might
also appear with VR as this technology offers new opportunities
and ways for marketers to promote their products [28]. We used
all these building blocks and assembled them inside a realistic and
potential future scenario using XR technology.

In this paper, we question what could be the safety and security issues if XR technologies were used instead of current digital records,
knowing that XR could make false memory induction easier. To
do that, we first introduce the seven sins of memory (transience,
absent-mindedness, blocking, misattribution, suggestibility, bias
and persistence) to understand where false memories come from.
We also present the three functions of autobiographical memory
(directive, self and social functions) to understand the impacts of
false memories. We explain why XR could amplify the source confusion effect and become an easy way to implant false memories
and influence users’ choices and behaviors. Then, we construct a
scenario from one memory flaw (source confusion) and one memory function (the directive function) to illustrate how XR could be
leveraged to create false memories for manipulative advertising
purpose. We quickly propose one solution (i.e., unrealistic rendering) to avoid source confusion and the creation of false memories.
Our goal for future work is to understand what types of memory
manipulations could potentially happen in XR and how they could
look like using scenario construction. Consecutively, we plan to
explore and present potential protection mechanisms that are able
to cover a variety of future XR memory manipulation techniques.

3.3

ACKNOWLEDGMENTS

Scenario implications

In this scenario, using XR to leverage memory weaknesses results in
a situation where user is being manipulated for advertising purpose.
Indeed, this scenario gathers three of the five key advertising manipulation mechanisms synthesized by Mhaidli and Schaub (2021):
misleading experience marketing, emotional manipulation through
hyper-personalization and distorting reality [28]. Maybe the new
champagne that Paul and Lila bought after being exposed to the
false reconstruction is more expensive and of lower quality than the
one they had at their wedding. Because of source confusion, they
associate the good experience to the bad champagne, ending up
purchasing products under false pretenses. Several solutions could
protect XR users from these memory manipulations. A first solution
would be to forbid intentional manipulation of memory. A second
solution could be to ask consent to users. Then, if a user accepts that
their memory reconstructions are modified, they should be explicitly notified of the changes made. For example, the modified objects
like the champagne bottle could be highlighted. Using different rendering for these modified objects could provide a cue for the user to
know that an object was only virtual. Then, source confusion could
be reduced and false memories are less likely to occur. However,
this solution is very specific to the presented scenario. Our larger
goal would be to explore some more generic approach that would
support the user to avoid memory pitfalls in XR. Based on prior
work [19–21, 32], we are hypothesizing that if the reconstruction is
not hyper-realistic it could reduce the chances of source confusion
and false memories. We plan to explore different degrees of realistic
rendering (e.g., low polygon vs. hyper realistic) and measure their
impact on memory manipulation techniques. This could result in a
general solution which would prohibit applications from having a

hyper-realistic rendering of prior events, to avoid the creation of
false memories.

4

CONCLUSION

This work was partially conducted within the HARMFULVR JCJC
project (ANR-21-CE33-0013) funded by the French National Research Agency (ANR).
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